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Sectors Affected by NIS2

to implement from October 2024 to implement from January 2025

Essential Entities (EE)

250 employees, annual turnover of €  50 million or 

balance sheet of €  43 million

Important Entities (IE)

50 employees, annual turnover of €  10 million or 

balance sheet of €  10 million
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Changing the shape 
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Active Security
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Response
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Management 

Breach Attack 

Simulation (BAS)

Penetration Testing

Zero Trust Strategy and/or

Ransomware Readiness

Security Awareness 

Training

Managed Detection 

and Response
Includes IR hours

Incident Response & Recovery
Retainer Agreements | At time of incident

Immutability, Cyber Recovery Vault, Clean Room

Recovery Plans Validation Testing
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Strategic

Reactive

Operational
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2022 Best Practices In Service Offer Development

Managed Detection 

and Response

Internal Use - Confidential

• 93% of customers fully onboarded within 21 days of orders being placed 

• Including a 6k seat hospital fully rolled out within 2 weeks

• Managed 200k threat alerts per customer per year (500+/customer/day)

• Remediated more than 10 incident investigations per customer per quarter

• To date, less than 4% of MDR customers have experienced a breach.  In those cases, the 

included 40 hours of included incident response (IR) initiation were sufficient to recover

• Customer benefits: no additional cost to recover to date (dozens of millions USD saved)

• No ransomware damage suffered (millions USD saved)

• Service Levels were met in 99.98% of cases

KEY DATA POINTSIT Services 
Industry 

Recognition 
Technology & Services 

Industry Association (TSIA)

Based on Dell analysis of Managed Detection and Response operations from May 2021 to May 2022.



Managed Detection and Response (MDR )
 …is like the security cameras monitoring a house

Make a 

plan

Locks on  doors 

and windows

Security cameras, motion 

detectors and a monitoring 

company keeping watch 24x7

Fast incident 

response

DetectProtectIdentify RecoverRespond

Dell Technologies Managed Detection 

and Response

Most Customers Stop here and can’t detect if 

someone is already in the house
Inside the perimeter ! HELP!

Vulnerability Management

Pen Testing and Attack 

Simulation Management

Managed Security     

Awareness Training
Incident Response 

and recovery (IRR)



Dell MDR Solution – People, Processes & Technology

Managed Detection and Response

Artificial Intelligence Machine Learning Use Cases Tactics Engine

Certified and Experienced Analysts Expertise to identify attack patterns Perform Complex Investigations

Remediation (40 hrs / qtr)

Usage of Additional Tools

Noise Reduction / TuningIsolate or take actions on devices

Threat Engagement Manager

Threat Hunting 24/7 Global SOC

Quarterly Reports

Incident Response (40hrs / year)

RedCloak

Azure / O365

Amazon AWS Okta \ ZScalerCisco

Fortinet

Juniper

SonicWall

Microsoft Defender

Carbon Black CrowdStrike

Symantec

Palo Alto Cisco Umbrella

Antivirus EDR Secureworks XDR (Extended EDR)

Data Ingestion – XDR Cloud

CloudEndpoints Network

XDR Console
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Endpoint security evolution

MDR covers: VM’s, VDI’s, Servers, Laptops, Desktops.     For free covered: Switches, Cloud Integrations.   Not covered: Tablets 
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Raw Data
Security & 

Activity Logs

Combining Dell Experts with the XDR security analytics platform

Microsoft Sentinel

AI / Machine Learning Transformation + Normalization Models + Engines + Threat Intel Use Case Detections

Data Ingestion – (data connector, service-to-service, CEF, API, syslog, custom)

CrowdStrike Falcon XDRMicrosoft Defender XDR Secureworks Taegis

Managed Detection and Response

Certified and Experienced Analysts Expertise to identify attack patterns Perform Complex Investigations

Service-related Security Configuration (40 hrs / qtr)

Use of Additional Tools

Noise Reduction / TuningIsolate or take actions on devices

Threat Engagement Manager

Threat Hunting 24/7 Global SOC

Quarterly Reports

Incident Response (40hrs / year)

Broad 

Enterprise 

View
Correlated/Unified 

Incident View

Analysts
and Hunters

Technology 

Agnostic
Actionable alerts derived 

from deep knowledge of 

assets and advanced 

analytics

Deep Insights
Actionable alerts derived 

from deep knowledge of 

assets and advanced 

analytics

Secureworks Data Collector Falcon LogScale Collector

Cloud Endpoint Network

Cloud

API’s

Syslog 

Collector

Enterprise Assets – Multiple generations of technology spanning clouds, Devices, Operating Systems, Applications, Data Formats, and more

Managed CORP

Information & Data
Modern & SaaS 

Applications

Endpoint 

& Mobile

Identity & Access 

Management
OT & IoT

Platform as a 

Service (PaaS)

Infrastructure 

& Apps
Network

Machines 

running in (IaaS)



C Y B E R S E C U R I T Y  S E R V I C E S

Dell MDR team members hold the combined certifications:

Cybersecurity: CISSP, CISM, Certified Ethical Hacker (CEH), GIAC SANS (GSLC, GNFA, GCFA, GCIA, GCWN, 

GCIH, GSNA, GSEC), OSCE, OSCP, CompTIA CSA+, CompTIA CASP+, CSFPC, Cisco Specialist, Cisco 

CyberOps, SAFe, GPEN, GSLC, GREM, GREN, GFOR

Product Certifications: MCSE, Microsoft Security (SC-200, AZ-500, MS-500) VMware VCP, Secureworks XDR & 

VDR, VMware Carbon Black Cloud, Cylance, Arcsight, Juniper, McAfee, CSM, Splunk, Citrix, AWS, Qualys

• Microsoft Verified Managed MDR Solution

• 1 of 46 MSSP's certified by Microsoft1

1 Microsoft Intelligent Security Association

What is a Security Operations Center
Security Operations center (SOC) is a team of experts that proactively monitor 

an organization’s cybersecurity tools. 

The SOC services such as:

• Proactive Monitoring of all the Cybersecurity Tools (24x7)

• Threat Hunting

• Incident Response and Recovery

• Remediation Activities

• Reporting on threats/vulnerabilities to other internal teams

• Providing recommendations to harden security posture

https://www.microsoft.com/misapartnercatalog?PartnerClassifications=MicrosoftVerifiedManagedXDRSolution
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Managed XDR Analyst Investigation Workflow

Taegis XDR 

Detects Threats and 

Triggers Alerts

Detect Investigate Respond

Endpoint Network

Cloud Apps

Data Email

60 MINUTE SLA

Investigation 

Created

Customer 

Impacted

No

Document Findings & 

Recommendations

Additional info Needed

Yes Critical

Threat

Document Findings & 

Incident Response 

Recommendations

Discuss 

Response

Analyst 

Engages IR

No

Contact Customer 

by Phone

Close 

Investigation

Investigation set to

Awaiting Action, 

Customer Response 

Requested

Notify Customer

(XDR App & Email)

Notify Customer

(XDR App & Email)

Incident Response 

Required

IR Process

Begins

Security Analysis 

of Critical and

High Severity 

Alerts

Alert 

Validation

Apply 

Feedback to 

Alerts

Security

Investigation

Customer Context

Threat Intelligence

Security Telemetry

Investigation 

Required

No Impact

Yes

*Proactive 

Response 

Actions

*Proactive Response Actions is optional; customer pre-authorizes analysts to take actions on their behalf

Analyst executes 

response

Customer 

Response Needed

Raw Telemetry

Customer initiated IR requests responded with in 4 hours.
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Prečo Dell MDR?

• Nedostatok cyber security špecialistov a prevádzkovych 

IT ľudí

• SOC môže byť pre zákazníka drahá záležitosť

• 24/7 SOC existujú ale je ich málo a otázkou je cena

• Potreba plniť požiadavky NIS2.0 a DORA

Čo je Dell MDR?

• EDR agent na koncových staniciach

• bezpečnostná služba, ktorá dokáže včas detekovať a 

reagovať na kybernetický útok

• za Dell MDR stojí tím expertov pracujúci 24/7

• MDR tím kontaktuje zákazníka/partnera pri detekcii

podozrelých aktivít

• security dohľad nad infraštrukturou

Benefity Dell MDR

• jednoduché a rýchle nasadenie agentov na počítače a servery (Windows, Linux, Mac OS)

• prepojenie sieťových prvkov tretích strán do dátového kolektoru (VM)

• podpora endpoint riešení tretích strán

• podpora napojenia cloudových služieb (napr. MS o365)

• podpora napojenia on-premis i cloudových platforiem (Azure, AWS, GCP)

• licencie od 50 endpointov

• dokúpenie „add-ons“ napr. Vulnerability Management, Pen testing..

• reakcia podľa SLA (cca do 15min)



S E R V I C E S

3 new service features  

to provide a full 360º 

managed Security 

Operation Service to 

Customers lacking

• Skilled resources

• Comprehensive 

control panel for 

endpoints, network 

and cloud

• Vulnerability and 

Attack simulation 

Management

MDR PRO 
PLUS



S E R V I C E S

• Simple and clear

• Based on # Endpoints

• Monthly, 1 Year, 3 Years

• Standard SKUs

• Better revenue and 

margins

• Easy to sell

• To allow easier budget 

allocation

• Customer value

Pricing 
model

• EXAMPLE:

• Select the appropriate SKU based on 

number of endpoints in the customer 

environment

• Customer pays the fixed, discounted fee 

for month 1

MDR for 1001 endpoints

1 Year price             $104.04

XDR detected endpoints                       x1001

                               Total: $8,679

         per month

SKU Description Price
Price per 

Month

Managed Detection and Response, pwrd by Taegis XDR, Yearly Subscription, per endpoint 50-500, Month 1 $15.40 $15.40 

Managed Detection and Response Powered by Taegis XDR - Per Endpoint 50-500 1 Year $168.00 $14.00 

Managed Detection and Response Powered by Taegis XDR - Per Endpoint 1001-2500 1 Year $104.04 $8.67 

Managed Detection and Response Pro, per endpoint 1001-2500, 1 Year $170.00 $14.17 

Managed Detection and Response Pro Plus, per endpoint 1001-2500, 1 Year $327.32 $27.28 

Vulnerability Management powered by Tenable, Yearly Subscription per endpoint 50-500, Month 1 $14.40 $14.40 

Managed Security Awareness Training, Yearly Subscription, per seat 50-500, Month 1 $7.52 $7.52 

Pen Testing & Attack Simulation Management, Yearly Subscription, per endpoint 50-500 Month 1 $45.83 $45.83 

Incident Recovery Retainer Service - 120 Hours for 1 Year $53,300 

Incident Recovery Retainer Service - 240 Hours for 1 Year $86,100 

MDR for 101 endpoints

Monthly price                $15.40

XDR detected endpoints              x101

                                 Total: $1,555

           per month



C Y B E R S E C U R I T Y  S E R V I C E S

Distributor Partner

Disti sends Dell 

MDR offer to 

Partner (e.g. 

$100k), opportunity 

registration

Partner 

Partner resells Dell MDR 

contract to Customer (+ 

Partner upsell margin, e.g. 

$112k)

Partner sends in parallel a 

proposal for their additional 

services 

(they decide their own prices 

for this part 20% - 50%)

Customer  

Customer buys 2 things :

 

1. Dell MDR contract sold 

through Partner 

2. Partner’s additional services 

Customer confirms to Dell before 

onboarding starts that Partner will 

have access to Taegis, and 

participate to Quarterly meetings, 

etc. 

MDR – Sales Motion
Metal Partners



C Y B E R S E C U R I T Y  S E R V I C E S

Services Rebates eligible for  
  Service Providers
  -  When Metal Tier Partners sell MDR to end user,  
     Metal Tier Partner gets 3.5% rebate rebate paid  
     on services revenue
  -  Authorized Partners are not eligible for Services  
     Rebates

MDR Services fall under Professional Services

For more details, please refer to Benefits & Requirements document in Partner Portal

Value Proposition for Service Providers
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Vulnerability Management

17

Identifying the vulnerabilities in customer’s IT 

environment that represent true threats and 

assisting customers ​to prioritize patching efforts.

Identify 

vulnerabilities 

and prioritize 

for immediate 

attention

Copyright © Dell Inc. All Rights Reserved.

Keep your defenses current with recurring, monthly vulnerability 

scans and management

Get a complete picture of your vulnerabilities across endpoints, 

network infrastructure and cloud 

Know which critical vulnerabilities to remediate before they are 

exploited

Leverage knowledge and expertise of the Dell security team for 

vulnerability identification and prioritization

Focus your patching efforts based on guidance from your 

personalized report, ranking your vulnerabilities from most to least 

critical

Improve security posture with a quarterly remediation plan
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Pen Testing and Attack 
Simulation Management

18

Continuously ensuring that security controls are 

properly configured and policies working as planned 

and ​conducting annual penetration tests on suspected 

attack pathways.

Validate 

security 

controls and 

policies to 

close attack 

vectors

Copyright © Dell Inc. All Rights Reserved.

• Know if security controls are properly configured and stopping 

activity that they should across different attack vectors​

• Monthly automated breach and attack simulations find and test 

issues or gaps that may have recently emerged​

• Pen testing enables close inspection of high-risk pathways to high-

value assets or data​

• Reporting of test results, quarterly trends and notable activity helps 

you improve security posture​

• Get quick insight on novel high-risk threats with ad hoc testing, at 

Dell discretion
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Managed Security 
Awareness Training
Regularly training employees through bite-sized 

modules and customized training

Provide concise, 

easy-to-learn 

security training 

for your 

employees

19 Copyright © Dell Inc. All Rights Reserved.

Provide security training to your employees in concise modules, 

including videos, PDFs, quizzes and exams

Keep employees actively engaged with customized learning 

paths, which are created based on employee role, threat exposure 

level and progress

Receive monthly reports with data on each employee’s progress 

through your customer portal

Focus on your core business goals as training is fully delivered and 

managed by Dell 

Improve security posture with enhanced employee knowledge and 

awareness

Create an organizational culture change surrounding cybersecurity
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MDR Pro Plus Resources

ENGAGE WITH YOUR SERVICES SALES TEAM TO TALK ABOUT TARGET CUSTOMERS AND OPPORTUNITIES

CUSTOMER 

DATASHEETS

MDR: https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-detection-and-response-datasheet.pdf.external

MDR Pro: https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-detection-and-response-pro-datasheet.pdf

MDR Pro Plus: https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-detection-and-response-pro-plus-datasheet.pdf

Vulnerability Management: https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/vulnerability-management-datasheet.pdf.external

Pen Testing and Attack Simulation Management: https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/pen-testing-attack-simulation-

datasheet.pdf

Managed Security Awareness Training: https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-security-awareness-training-

datasheet.pdf

CUSTOMER 

PRESENTATION
https://www.delltechnologies.com/asset/en-us/services/managed-services/selling-competitive/mdr-pro-plus-customer-presentation.pptx 

SABA TRAINING https://education.dellemc.com/content/emc/en-us/csw.html?id=933232536

PARTNER PORTAL https://www.delltechnologies.com/partner/en-us/auth/services.htm

PARTNER PORTAL 

“HOW TO” VIDEO​

https://delltvpartner.mediasite.com/mediasite/channel/servicespartnermarketing/watch/340a9a1aefff4a66b589ecad39c1106c1d

Highly Restricted - Confidential

https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-detection-and-response-datasheet.pdf.external
https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-detection-and-response-pro-datasheet.pdf
https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-detection-and-response-pro-plus-datasheet.pdf
https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/vulnerability-management-datasheet.pdf.external
https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/pen-testing-attack-simulation-datasheet.pdf
https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/pen-testing-attack-simulation-datasheet.pdf
https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-security-awareness-training-datasheet.pdf
https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-security-awareness-training-datasheet.pdf
https://www.delltechnologies.com/asset/en-us/services/managed-services/selling-competitive/mdr-pro-plus-customer-presentation.pptx
https://education.dellemc.com/content/emc/en-us/csw.html?id=933232536
https://www.delltechnologies.com/partner/en-us/auth/services.htm
https://delltvpartner.mediasite.com/Mediasite/Channel/servicespartnermarketing/watch/340a9a1aefff4a66b589ecad39c1106c1d
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MDR Resources

ENGAGE WITH YOUR SERVICES SALES TEAM TO TALK ABOUT TARGET CUSTOMERS AND OPPORTUNITIES

TAKE THE TRAINING > 

LINK TO SALES U
https://education.dellemc.com/content/emc/en-us/csw.html?id=933232536

MDR FAQS
https://www.delltechnologies.com/asset/en-us/services/managed-services/briefs-summaries/managed-detection-and-response-

faqs.pdf.external

CUSTOMER 

DATASHEET

https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-detection-and-response-

datasheet.pdf.external

EVALUATING AN MDR 

PROVIDER SOLUTION 

BRIEF

https://www.delltechnologies.com/asset/en-us/services/managed-services/briefs-summaries/evaluating-mdr-provider-solution-

brief.pdf.external

WHAT IS DELL MDR 

VIDEO
https://www.delltechnologies.com/en-us/dt/video-collateral/managed-detection-and-response-video.htm

MDR DEMO TRAINING 

VIDEO

Learn how to give a demo

https://www.delltechnologies.com/asset/en-us/services/managed-services/educational-training/mdr-demo-video.mp4.external

DEMO CENTER

Give a demo to your 

customers

https://democenter.delltechnologies.com/
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https://education.dellemc.com/content/emc/en-us/csw.html?id=933232536
https://www.delltechnologies.com/asset/en-us/services/managed-services/briefs-summaries/managed-detection-and-response-faqs.pdf.external
https://www.delltechnologies.com/asset/en-us/services/managed-services/briefs-summaries/managed-detection-and-response-faqs.pdf.external
https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-detection-and-response-datasheet.pdf.external
https://www.delltechnologies.com/asset/en-us/services/managed-services/technical-support/managed-detection-and-response-datasheet.pdf.external
https://www.delltechnologies.com/asset/en-us/services/managed-services/briefs-summaries/evaluating-mdr-provider-solution-brief.pdf.external
https://www.delltechnologies.com/asset/en-us/services/managed-services/briefs-summaries/evaluating-mdr-provider-solution-brief.pdf.external
https://www.delltechnologies.com/en-us/dt/video-collateral/managed-detection-and-response-video.htm
https://www.delltechnologies.com/asset/en-us/services/managed-services/educational-training/mdr-demo-video.mp4.external
https://democenter.delltechnologies.com/
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